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PROCEEDI NGS
(9:00 a.m)
OPENI NG REMARKS

RADM FLYNN: Wel cone. Thank you all for comng to
this neeting of the Aviation Security Advisory Commttee. |
will go through the formal parts of this. The notice of this
nmeeting was printed in the Federal Register and this neeting
is being held pursuant to the notice in the Federal Register
on March 17, a grand day, 1997.

The agenda for the neeting will be as announced in
that notice, with details as set up in the handout which
there should be one of at every place here at the table, and
there are probably additional copies avail able for people in
t he outer row

The FAA Designated Federal Oficial, Tony Fainberg,
tomy left, is responsible for conpliance wth the Federal
Advisory Committee Act. It is his responsibility to see to
it that the agenda is adhered to and accurate mnutes are
kept .

The Designated Federal Oficial also has the
responsibility to adjourn the neeting should he find it

necessary to do so in the public interest.
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Pl acards for the nenber organizations are set out
on this main round table. Only one representative from each
organi zation may sit at the table, participate in
di scussions, and vote on matters put to a vote by the Chair.

O her representatives of nenber organizations should channel
any remarks they have through the organization's main table
representative, except as requested to do ot herw se by the
Chair.

When addressing the Chair, please identify yourself
because that will greatly facilitate the keeping of the
m nut es.

The neeting is open to the public, but nenbers of
the public may address the Committee only wth the perm ssion
of the Chair, which should have been arranged by giving
advanced notice concerning the scope and duration of the
i ntended presentation. W have received no such advance
noti ce.

The Chair may entertain public comment if, in the
Chair's judgnent, doing so will not disrupt the orderly
progress of the neeting and would not be unfair to any other

person. Menbers of the public are welcone to present witten
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material to the Aviation Security Advisory Conmttee at any
tine.

Let me just rem nd you of a few of the
adm ni strative things here. These are not voice
anplification mcrophones here. They are to assist in
recordi ng the proceedings for the m nutes.

Up here, at this lectern here, there is a voice
anplification m crophone there and anot her one of these for
recording the proceedings. W'Il|l be passing around an
attendance sheet and please fill that in. 1 believe it would
be hel pful if we go around the table and identify ourselves
for the purpose of keeping the m nutes, even though we have
the sign-in sheet.

| am Cathal Flynn, the Associate Adm nistrator for
Cvil Aviation Security, and Chair of the Aviation Security
Advi sory Comm tt ee.

| NTRODUCTI ONS

MR. FAINBERG  Tony Fainberg. [I'min Policy and
Planning, Cvil Aviation Security.

M5. WLSON: |'mBonnie Wlson with the Airport

Council International - North Anerica.
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M5. COUTU: |'m Theresa Coutu with the American
Associ ation of Airport Executives.

M5. RORK: Susan Rork with the Air Transport
Associ ati on.

MR. PRI DDY: Ron Priddy, National Ar Carrier
Associ ati on.

M5. CLARK: Celeste Cark, National Ar
Transportation Associ ati on.

MR, MARTIN. Bob Martin, Postal |nspection Service.

MR. MONETTI: Bob Mnetti, the Victins of Pan Am
Fl ight 103.

MR. LUCKEY: Steve Luckey, Airline Pilots
Associ ati on.

MR. WTKOABKI: Chris Wtkowski, Association of
Fl i ght Attendants.

MR DIVITGO Robert D Vito, Aviation Consuner
Action Projects.

MR. MORRIS: Joe Morris, Air Courier Conference of
Anmeri ca.

MR. VARRELMAN: Dave Varrel man, Airport Law

Enf or cenent Agenci es Net wor k.
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MR. SALFEN: Marty Salfen, International Airline
Passengers Associ ati on.

MR. O CONNELL: Andy O Connell, U S. Secret
Servi ce.

MR. KILLIAN:  Paul Killian, Federal Bureau of
| nvesti gati on.

MR. DALY: John Daly, Ofice of the Secretary of
Transportation.

REVI EW OF M NUTES FROM DECEMBER 12, 1996 MEETI NG

RADM FLYNN: Thank you, again, all for attending.
The first order of business is the review of the m nutes of
the neeting of Decenber 12, 1996. Those m nutes shoul d have
been sent to every nenber of the ASAC and let nme open it to
the nmenbers for any discussion of the m nutes.

Any di scussi on?

(No audi bl e response.)

RADM FLYNN: We received one editorial coment from
NACA and that will be incorporated.

So, let nme ask if someone woul d nove the adoption
of the mnutes of the Decenber 12th neeting.

PARTI Cl PANT: So noved.

RADM FLYNN: Second?
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PARTI Cl PANT: Seconded.

RADM FLYNN:  All in favor of adoption of the

m nut es?
(Show of hands.)
RADM FLYNN: The m nutes are adopt ed.
AMERICAN REPORTERS INC.
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ADM NI STRATOR S ACCEPTANCE OF ASAC DQOMESTI C
SECURI TY BASELI NE REPORT OF DECEMBER 12, 1996

We've had much to do in the -- of course, with the
ASAC and with the Aviation Security Advisory Commttee's
Basel i ne Working Group. One would say that the Baseline
Working G oup's report sets a direction for aviation security
within the United States, which, if followed, will ensure an
effective and efficient nmeans of giving the protection that
shoul d be given to the aircraft and all who fly in them

It has been our -- the Aviation ASAC report has
been sent to the Adm nistrator and the Adm nistrator's
acceptance of that report has been noted. There are clearly,
in the Baseline Wrking Goup, sone matters that go above the
Adm nistrator's ability to be able to say on the
Adm nistrator's authority that they will come about.

A not abl e one, of course, in that is the
recommendati on of the Baseline Wirking Goup that the
additional -- that the cost of the additional neasures be
appropriated from Federal funds.

Those of you who have read the Wite House
Comm ssion report, their final report, wll see that that

recommendation there is that there is a recognition that the
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problemthat we face of terrorismis a national security
pr obl em

The fundi ng associated with that in the
recomrendation is of the order of $100 million per year, and
that $100 mllion per year is in the appendix to the '98
budget subm ssion as an advance appropriation on fiscal year
'99. In other words, the first dollar of that $100 mllion
becones available if that is passed along with the '98
appropriation; that would becone avail able on the 1st of
Oct ober of 1998.

That is the situation that we have and the Wite
House Commi ssion further recommended that the overal
gquestion of how aviation security would be funded and these
addi tional costs which should be addressed by the National
Civil Aviation Review Conmm ssion, the second Conm ssion, the
one established on Congressional initiative which will be
addressing the overall question of FAA funding and i ncl udi ng
within it, then, not only the question of those things that
FAA has spent noney on; that is to say, the salaries of FAA
security staff and the R&D program for exanple; but also to
address the question of those things that have been funded by

the industry.
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That woul d be | ooked at by the Comm ssion to see
whet her it makes sense to have sone neans of collecting funds
that would cone initially fromthe users of the industry,
let's say the passengers and those who have cargo carried on
it inthe aircraft, or whether the -- and to have that noney
conme to FAA to be redistributed in some way, or whether it
makes nore sense for that to be done locally, airport by
airport basis, with sone discretion by consortia, or whether
that noney is held by the entities who collect it in the
first place, the airlines, and they spend it on the
addi tional cost of security.

Al'l of that remains to be seen as to how t he
Conmi ssion does its business and how it cones out on those
recommendat i ons.

So, | think at this point, one could say that the
recommendati on of the Baseline Wrking Goup has not been
ignored, but it's not wiwthin the authority of the
Adm nistrator to -- within sole authority, to advocate and
propose an F&E budget, for exanple, of the order of -- and an
oper ati ons budget, that noney that would be sent back to the
airports and airlines sonmething of the order of a billion

dol | ars per year
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The Basel i ne Wrking G oup heard what the Ofice of
Managenent Budget had to say about that during our
del i berations, and you have seen the outcone in the
subm ssions of the Adm nistration's budget.

The next topic is the Cargo Security Wrk G oup and
ot her work groups, and will Karl Shrumreport on that,
pl ease?

CARGO SECURI TY WORK GROUP AND OTHER WORK GROUPS

MR. SHRUM The White House Comm ssion essentially
endorsed the recomrendati ons of the Cargo Wrk G oup -- or
Basel i ne Working Group and specifically endorsed the process.

RADM FLYNN: Can you all hear?

PARTI Cl PANT:  No.

RADM FLYNN: No, let's turn up the vol une.

MR, SHRUM Ckay, as | was saying, Wite House
Comm ssi on endorsed not only the recommendati ons of the Cargo
Wor ki ng Group, but also the process saying that FAA should
pl ace greater enphasis on the work teanms such as the ASAC and
t he Baseline Cargo Wirking G oup to address cargo issues.

So, we're proceeding to inplenent those
recommendations. W have a proposed security change program

that is nearly final. W hope to have it out very soon. |
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know you all have been hearing ne say this for sone tine now,
but I"'mready to nove this on through so we can get a
proposal out there for comment.

The Comm ssion al so added a couple of itens for
consideration; requirenments to be inplenented, requiring
trucks delivering cargo for |oading on planes to be seal ed
and | ocked, and enhanced for -- and stiffer enployee
screeni ng procedures should be developed. It's clear in
context, but what they nean by enpl oyee screeni ng procedures
is actually sonme form of background check; the notion being
that it's given the technical difficulties of screening
cargo, we should cone up with sone neasures that woul d ensure
its integrity as an alternative.

So, what we would like to do is reconvene the Cargo
Working Group as previously constituted under its Chair,

Ed Badol ato, who's right over there, pick a neeting date, and
get to work on these further issues.

RADM FLYNN: Let me pause there and see if there
are comrents fromthe nmenbers on how we ought to be
proceeding with the Cargo Wrking Goup. |Is what Kar
suggested, do you agree with that or do you have any conments

about that?
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M5. WLSON: Having served on the original Cargo
Wor ki ng G oup under Ed, | think it's a wonderful idea. This
is Bonnie Wlson, the Airports Council. | served on the
original Cargo Wrking Goup under Ed Badol ato and | woul d
like to nove that we do exactly what Karl has suggest ed.

MR. PRI DDY: NACA certainly endorses that as well.

MR. MONETTI: Bob Mnetti, Victinms of Pan Am Fli ght
103. | got to go to one of those neetings. 1'd like to be
part of the Cargo Wbrking Goup to have a consuner input into
it.

RADM FLYNN: | think we can arrange that w thout an
objection. | think we can arrange that.

MR. SHRUM Does anyone have any suggestions as to
a good neeting date? Wth all that's going on here, it's
kind of hard to pick a date and find a place to neet.

RADM FLYNN: Ckay, wi Il APA, NACA, and ot her
associ ations coordinate a neeting date and get back to Kar
with it? That would be hel pful.

s that it? How about other working groups? |Is
t here anything on that?

MR, SHRUM There is a handout in front of you.

We've identified several recommendati ons of the Baseline

AMERICAN REPORTERS INC.
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G oup that we think need further discussion; identify
specific inplenenting procedures, actions -- run through them
qui ckl y:

Consultation -- this actually operates on several
| evel s from energency consultation, security directed kind of
situations to nore broad considerations, the obvious concern
bei ng, of course, the Advisory Commttee Act which we have
been able to inplenent with considerabl e success, but over an
ext ended period of tine.

l'"d like to get folks together with | awers and
others to discuss what sort of legislation we mght draft
that would give us the opportunities that we're seeking here.

FAA in the Leadership Role -- we have, as you note
here, a recomrendation fromthe White House Conm ssion that
t he Federal Governnment conmt greater resources to inproving
avi ation security and work nore cooperatively with the
private sector and |local authorities in carrying out security
responsibilities.

O course, we have the consortia process. W also
need to consider sonething at a national |evel, as was
originally considered by the Conm ssion to deal wth things

of regulatory nature.
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1 Public Education -- the plan all along was that we
2 would convene a work group and develop the specifics with the
3 public affairs people.

4 (Pause.)

5 MR SHRUM As | was saying, the plan all along had
68 been to convene a work group of interested folks to conme up

77 with a public education program W need to get public

g affairs people involved on that one.

9 Recognition/ Uilization of Enployees -- there was a
10 recommendation concerning a team approach to security. It

11 treats enployees as team nmenbers. W need to further define
120 that role.

13 Al so, another consideration fromthe Conm ssion is
14 legislation to protect enployees who report safety or

15 security violations, or a whistle-blower protection,

16 essentially.

17 O course -- actually, this next one, the precise
18 recommendati on was that enployers would revise existing

19 security training job descriptions to pronote comuni cations
20 and security updates, issues and concerns, and procedural
21 changes.
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| believe we tal ked about the specific process,
particularly in light of the rule that we just issued on the
di ssem nation of sensitive security information.

Further, federal industry devel opnent of security
training prograns keep enpl oyees involved in and infornmed of
avi ation security, and FAA provided resources and reference
materials to assist air carriers and airports in devel oping
training prograns. That would be a specific curricul um at
some poi nt.

What we'd like to do nowis identify sone work
groups, people who mght be interested in headi ng up those
wor k groups, other folks that m ght be interested. | think
the thing to do is sinply identify a team|eader, so to
speak, and then interested persons would contact that team
| eader if they want to participate.

RADM FLYNN:  Any questions?

(No audi bl e response.)

EXPLCSI VES DETECTI ON TRAI NI NG PROGRANMS

RADM FLYNN: |'ll ask Karl, then, to give us sone
i nformati on about expl osive detection training progranms from
the recommendation in the Wiite House Conmm ssion that the

Bureau of Al cohol, Tobacco, and Firearns provi de sone
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training, and there's been sone interaction betwen FAA and
ATF on that. Karl could summarize it.

MR. SHRUM Yes, |'m subbing for Quint Johnson
who's been neeting with the ATF. He's hone in bed with the
flu.

Briefly, ATF is in the process of devel oping three
videos. They would like to identify sone folks in the | aw
enforcenment airline communities to review those videos as far
as their content and how effective they are in getting the
message across, so on, and so forth.

So, we -- again, airline | aw enforcenent people are
t he i ntended audi ence, and those are the folks we'd like to
get sone feedback from if we have any volunteers to do that.

MR. VARRELMAN: Yes, we will, Airport Law
Enforcenent. W'l farmthemout to our various nenbers if
you wish, if you give us enough copies.

RADM FLYNN: A note of interest from ATA, from
NACA, fromthe postal service, fromthe ALPA, and from ALEAN

O hers?
MR. SHRUM So, we'll be contacting you folks with

a date and tinme to neet and review the training.
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RADM FLYNN:  Many of you saw FrontLine |ast night.
You can see the kind of interesting things that ATF could
bring to it. | thought it was -- | found it informative.

MR MORRIS: M. Chairman, could you add the Air
Courier Conference to the reviewer list, please, for those
vi deos?

RADM FLYNN:.  Sure.

MR. MORRI'S: Thank you.

RADM FLYNN: Airport Categorization, and I would

ask Pete Falcone to talk to us on that subject.

Al RPORT CATEGORI ZATI ON

MR. FALCONE: |'m Peter Falcone. |'mthe nmanager
of the Ofice of Operations, Donmestic Airport Division in
FAA. M understanding is that the nenbers have expressed
interest in airport categorization, a process that is used to
determ ne what |level an airport is placed at, and |I'm
prepared to address that today to the extent that | can.

| should say that the actual criteria for
determ ning an airport category is protected as a part of the

air carrier security -- approved air carrier security
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program So, oddly, the business of regulating airport
categorization is actually found in the approval docunents
for the air carriers.

| can say that we have a process, and | will cover
very briefly for the menbers, our last full census year was
1995, and the figures that we derived fromthat census
indicated that there are 19 Category X airports, 56 Category
|, 56 Category I, 141 Category IIl, 171 Category IV, and 17
Category V. These are all airports regul ated pursuant to
Part 107 of the Federal Regulations for security purposes; a
total of 460 airports regul ated pursuant to Part 107.

There is increased interest in airport
categorization, not only as a result of the Wite House
Comm ssi on recommendati ons, the establishnment of consortia,
and depl oynent of security technol ogy, but there is specific
| egislation that directs the FAA and the FBI to work jointly
to establish liaison at higher risk category airports. So,
there is increasing interest in this area.

| would say that we're working on that process and
we have been neeting -- staff from FBI and FAA have been
meeting for several nonths and in this effort, have

established a prelimnary agreenment, an interagency
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1 agreenent, yet to be finalized, but we've made significant

2 progress in that area.

3 The process of categorization is dependent on the
4 nunbers of persons who are screened. So, in fact, it's a

5 function of the size and conplexity of the airport. W don't
8 address the nunber of passengers, necessarily. W talked

7 about the total nunber of persons who are screened by

8 checkpoints.

9 Changes in airport category can occur if the

10 nunbers a person screened exceeds 25 percent over a one-year
11} period. So, we set a break-point for each of the five

121 categories of airports.

13 RADM FLYNN: Does that nmean that there's a change
14 of the count of 25 percent in one year?

15 MR. FALCONE: That is correct.

16 RADM FLYNN:  When woul d t hat happen?

17 MR. FALCONE: That would occur if the nunbers

18 reported in the previous year increase by 25 percent over

19 the --
20 RADM FLYNN: Over sone tine.
21 MR. FALCONE: Over the period of one year.
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RADM FLYNN: Well, that's not going to happen, is

it?

MR. FALCONE: It happens in sonme of the smaller
categories, category IIIl’s.

MR. PRI DDY: You may have seen that -- this is Ron
Priddy of NACA -- you may have seen that at Baltinore-

Washi ngton after Southwest Airlines noved into there. There
was a huge difference in passengers over at that airport.

RADM FLYNN. M. Monetti?

MR, MONETTI: Pete, can | interrupt just for a
m nute? | understand the FAA is the organi zation that
determ nes what water is, so you can real quickly explain to
me why the airport categorization is effected by the airline
agreenents and not anything to do with the airports? |Is
there a reason for that, or just the way it happens to be?

MR. FALCONE: What | said was that airport
categorization is a criteria for determ ning categorization
resides, exists, in the security programreferred to as the
Air Carrier Standard Security Program That's where it's
published. 1I1t's a regulatory docunent.

The agreenent | referenced was one that is mandated

under the Reauthorization Act, Section 309, that directs FAA
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and FBI to work jointly to establish an interagency agreenent
to focus attention on higher risk airports.

MR. MONETTI: Now, the categorizations we're
tal ki ng about are just for security purposes.

MR. FALCONE: That is correct.

MR, MONETTI: So, would it not be a good idea to
define what things would effect the security in an airport,
rather than just necessarily the nunber of people screened?
That was the criterion. That was in a different year, and
now we're in a era where we've been told that the threat
| evel is higher. Should we not go back and | ook at what the
criterion is to determ ne categories?

Now, we have people who get screened and go from
termnal to termnal w thout being rescreened. Does that
make things better or worse, or different if an airport is
near -- if it's filed at headquarters, does that nake it
different?

| have no idea, but it seened to ne that just
quantities of people that are screened may not be the only

criterion we want to use.
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MR. FALCONE: Well, in fact, there are other
factors for determning airport criteria, but again, | cannot
speak in this public forumabout the criteria.

The issue of what should define an airport category
has been under study. |It's one that we are exam ning right
now, very closely, for all the reasons that you' ve stated.

MR. FAI NBERG For exanpl e, suppose there's an
airport that has a very |large nunber of internationa
over-water flights, but is |ower down in category. Maybe we
ought to consider that, for instance.

MR. MONETTI: The other purpose, | guess, is what
are you going to do with the categories? W had this thing
called we're going to do this at Category X Airports, we're
going to do this at Category | airports, and maybe if we're
using this as an inplenmentation tool, you may want to have
different categories.

| nmean, Category | is enornous. It ranges from
Phi | adel phia all the way down to really small airports.
Maybe you want to have a | A or change what you nean by | so
that it becones a manageabl e nunber of airports.

MR. FALCONE: The world has changed since the

ai rport categorization process was first defined. W are
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| ooki ng at nore accurate ways of gauging the conplexity and
size of an airport.

MR. MONETTI: Are you |ooking for input outside the
FAA?

MR. FALCONE: Pardon ne?

MR. MONETTI: Are you |ooking for input outside of
t he gover nnent ?

MR. FALCONE: There are proposals to take in
information or data fromall sources, including crine
statistics as published by the FBI

MR, VARRELMAN. \What crine statistics published by

the FBI?

MR. FALCONE: The uniformcrinme reports.

MR, VARRELMAN: No, UCR doesn't carry airports at
al | .

MR. FALCONE: That's correct.

(Si mul t aneous conversation.)

MR. FALCONE: They speak to nmetropolitan
statistical. That is correct.

MR. VARRELMAN: So, you're not going to get
anything fromthe Bureau on it. They don't even know what we

report, unless they break out a separate group.
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RADM FLYNN: A coupl e of things, please, to help.
Pl ease use the m crophone. Please get ny attention and |
wll ask you to speak -- I'll give you full opportunity. But
then, for the purpose of the m nutes, before you speak,
pl ease identify yourself.

| think perhaps | could summarize about this and
say we had determ ned the allocation of equipnent, priorities
for allocation of equipnent; sonme things having to do with
FAA staffing, sonme things with regard to expectations of what
airports mght do with regard to security on the basis of
those categories with "X' being the highest priority.

It's well to look at those things. It's well to
| ook at themin conjunction with the Federal Bureau of
| nvestigation and w thout going further into the criteria,
think by saying that, one can infer that the reason for doing
it wwth the Federal Bureau of Investigationis to do it with
sone view of making fairly subtle, fairly difficult
distinction as to the propensity for a tax on civil aviation
to happen at place A rather than place B

This is all one United States of America. W don't

have very many controls on internal novenent of people, so it
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may be that that doesn't |ead any place ultimately very
interesting. On the other hand, it could.

So, that is why it is inportant as we go on, |let us
say that the funding is at $100 mllion a year for
installation of equipnment. It helps over tinme to decide what
your priority should be with regard to placenent of
equi pnent. It matters to us also with placenent of staff.

There are other things that are involved, but the
peopl e who asked particularly for this are AAAE and ACI-North
America, so | would ask you in whatever order you would Iike
to address your concerns.

M5. COUTU: It's my understanding that the
categori zati on system was devel oped to determ ne staffing
|l evels -- appropriate staff |evels at security screening
points. Cearly, that situation has changed.

So, | first want to address today's categorization
system | think, given the effect that this now has on
airports, not just on the air carriers at screening points,
we would like to be officially informed by the FAA of what
the categorization fornmulas are, how they're being applied,
how t hey' re being changed. W -- actually, that information

is not readily available to airports.

AMERICAN REPORTERS INC.

NATIONWIDE WASHINGTON METRO FAX
(800) 929-0130 (703) 330-5126 (703) 330-4721




33

10
11
12
13
14
15
16
17
18
19
20

21

Oficially, currently what happens is airports are
sinply advised that they've been changed. W believe that
it's tinme for nore information than that to be di ssem nated
and we would like a chance, as an airport comunity, to
review today's categorization imediately so that we can
determne if input is needed to the FAA

On the second | evel of categorization, which is
review ng our systemto determne high risk airports for
purposes of allocating limted resources, and for the types
of considerations that M. Mnetti has referenced, which is
let's ook at how we apply these categories today, and
whet her the factors make sense, and whether we're taking into
consi deration everything.

W would just like to officially go on record
saying the airport community would like to be involved in
t hat eval uation al so.

RADM FLYNN: The Chair speaks. | think a way of
doing that, having already given you a long |ist of working
groups, | don't know the better way of doing this than to
have a working group of the ASAC with people who have

undertaken to safeguard security -- sensitive security
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information -- to review that, and we would ask for interest
i n menbership of that working group

Presumably, it would be the Airport and Airline
Associ ations, M. Monetti, indeed, were wel cone on that;
ALEAN, of course, and APA invol venent -- yes, | think we can
arrange that.

So, okay. The Airline Consuner Aviation Project,
again, is not addressing this in any invidious way towards
anyone in particular. One does need to recogni ze that there
will be sensitive information involved in that, so that when
you undertake to join the commttee, or working group, you
have to undertake to safeguard that information

Ckay, that brings ne back to a rem nder fromthe
Desi gnated Federal O ficer that we went over that earlier
listing of work groups w thout doing what?

MR. FAINBERG Yes, this is Tony Fainberg --
wi t hout handi ng out assignnents, basically, wthout
soliciting volunteers for each of these roles. Wat Kar
Shrum had suggested was to designate a volunteer to be the
focal point and to direct action groups of various sorts and

then other fol ks could contact the vol unt eer.
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Karl, do you want to do this? O, if you want,
"Il do it, and go down the list probably by categories, and
per haps we can group a couple of themtogether so we don't
have a pl ethora of working groups.

M5. RORK: Susan Rork, ATA. Karl, just a point of
clarification before we establish the working groups. Are
you i ntendi ng on having a working group on each of these, or
can we conbi ne then?

MR, SHRUM Precisely. dGven everything that's
going on, we need to kill as many birds with one stone as we
can.

M5. RORK: | agree. Thank you.

RADM FLYNN: W need a working group on working
groups. So, Karl, why don't you proceed then?

MR SHRUM In terns of conbining these, | think
public education is going to stand al one, but it would be
enpl oyee recognition/utilization and role of airline/airport
personnel, | think can probably be rolled up in one group.

Consultation, | think -- well, possibly conbine
consultation and the | eadership role issues. So, we have
essentially three working groups, and if possible, we could

nmeet on the sane day and the sanme place, that kind of thing.
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1 MR. FAINBERG Karl, this is Tony Fainberg. On
2 consultation, what would the role of the working group be,
3 because what is says is anmend the Act?
4 MR, SHRUM Yes, in other words, first, you define
5 a process by which we could, in real tine, discuss
g 1nplenentation issues, inpact and proposed conti ngency
71 nmeasures -- for exanple, it mght appear in security directed
8 airport program anendnents -- so that we can nmake an inforned
9 decision at FAA
10 As it stands, if we seek advice from other than an
11 individual; in other words, the Advisory Conmttee has
12 basically defined as governnent and any outside person as a
13 group for the purpose of advising the governnment, et cetera,
14 et cetera, we run out on the Advisory Conmttee Act and have
15 to follow the procedures you're all so famliar with
16 | think the intent of the recommendation is to find
17 some way to consult effected parties prior to issuing sonme
18 sort of regulatory requirenent, so we can nmake an infornmed
19 decision as to what the effectiveness and i npact of these
20 neasures m ght be.
21 There are a whole lot of different ways of doing
22 that.
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MR. FAINBERG So, the role of the working group
woul d be to fornulate a policy statenent on this and nmake it
avai l abl e to Congressional staff and interested parties, is
that right?

MR. SHRUM Yes, there needs to be sone |ega
sanction in the process or we're in violation of the Advisory
Commttee Act. |It's as sinple as that.

MR. FAINBERG Right.

MR SHRUM | mght point out that for the purposes
of the consortia, that the Congress did nake a specific
exception fromthe Advisory Commttee Act. One question we
have to resolve is apparently that's specific to fiscal '97
so we need to get some action fromthe Congress to extend the
consortia process out in the future fiscal years, or again,
we' re runni ng headl ong i nto FACA.

RADM FLYNN. M. Monetti.

MR. MONETTI: Bob Mnetti, Victinms of Pan Am 103.
Karl, of all the discussions we had about the consultation
and the short-term problens that Irish has because he can't
talk to any one group wthout tal king to everybody, maybe we
could talk about a commttee that could | ook at ways of

solving that problemdirectly today, or maybe there should be
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a subcomm ttee of this group representative of this group
that could be in DC. in 12 hours or 24 hours, if sonething
cane up, or even be available for a conference call.

So, if you needed short-termconsultation, it would
be available fromthis body and, w thout any |egislation,
w t hout any other activity. It would be nice to get the
| egi slation, and maybe in a couple of years, that would be a
useful thing, but in the neantine, maybe you need a
subconm ttee that is available, and many of the people are
here in D.C. and many can be here.

MR SHRUM That's certainly one consideration

RADM FLYNN: Well, except that when this ASAC
nmeets, it's a public neeting. It's alittle bit difficult to
deal with a crisis situation without being able to -- who's
in the room

MR SHRUM Yes, if it's formally designated as a
commttee, or subcommttee and we get the 15-day
notification, we're having a public neeting, and all this
ot her kind of stuff; if this is sone type of a work group
that the ASAC sanctions, you know, after we've had whatever

di al ogue we've had, that's a possibility to consider.
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| wouldn't want to, at this point, make any ki nd of
| egal determ nati ons.

RADM FLYNN: Ms. Rork, of ATA

M5. RORK: Thank you. Once again, we have gone
over and over and over this issue of attenpting to work
t oget her and you know, it becones very critical when issues
come out that effect the airline operation. It would seemto
me that we're not going to resolve it here today and let's
forma working group and gi ve ourselves a deadline as to how
we can devel op that policy as Tony suggest ed.

ATA woul d definitely like to be on that working
group since we have supported this for many, many years, that
if we don't work together, we end up with difficulties out in
our operations. So, | would volunteer to be on that working
group and I'd like to see who el se would be on it.

RADM FLYNN: Yes, okay. Let's see --

MR SHRUM Did | hear you volunteer to be the team
| eader, so to speak? Wat we need to do is if we can get
this dowmn to three working groups, | can probably cover al
three of them (Oherwi se, | would have an industry person,
an FAA person designated to each work group, and we probably

wi |l assign specific staff.
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| reckon | just need sone nanmes so we can get the
process started.

RADM FLYNN: Ckay, and we'll include that other
wor ki ng group that we cane up and that's to say the
categorization of airports.

MR. SHRUM The next one would be public education
whi ch was essentially the brainchild of Dave Enz.

RADM FLYNN: David who?

(Show of hands.)

MR. SHRUM Dave Enz. | see a couple of hands up

Do we have vol unteers?

RADM FLYNN: Ckay, well look, if we're talking
about public education about these matters, who better to run
t han one of the consunmer groups? So, do | have two
volunteers? Do we have two volunteers? Do you want to
co-direct this?

PARTI Cl PANT: Yes, that's fine.

RADM FLYNN: Al right. W've got nenbers of the
Airline Passengers Association and the Aviation Consuner
Action Project who will cause this to happen. Before
everybody runs out of this room they need to approach the

directors of these work groups and | et them know who you are,
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what your tel ephone nunber is, who you represent, and what
your availability m ght be.

The Chair had said that that seened like a | ogical

thing to do. 1Is there any objection to that?
M5. RORK: I'll second it for you.
RADM FLYNN: | don't think we need to put it to a

vote, unless | hear of a disagreenent with them

(No audi bl e response.)

RADM FLYNN:  Ckay.

MR, SALFEN. M. Chairman, one of the things that
we'd like to offer, is anything that cones out of any of
these neetings -- Marty Salfen, International Airline
Passengers Association. |If there's anything that conmes out
of these neetings that the public needs to be inforned --
just this year alone, we've increased our nenbership to where
we have 7 percent of, for instance, Delta and Anmerican
Airlines nostly weight-level flyers, so we've really raised
our menber shi p.

So, if there's anything that needs to be
di ssem nated, we do have a newsletter that gets to 80, 000
U.S. frequent flyers and 400, 000 t hroughout the world, so

we'd be happy to offer that.
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RADM FLYNN: W do appreciate that and the
conmer ci al .

MR. SALFEN: You're wel cone.

MR. SHRUM (Okay, the next one would be the three
recommendat i ons under recognition and utilization of
enpl oyees.

MR. VARRELMAN:  We'l| volunteer to be on the work
gr oup.

RADM FLYNN: Fine, that's ALEAN w Il be on the work
group, as wll Victins of Pan Am 103, as will the United
St ates Postal Service.

MR SHRUM Do | have a volunteer to take the |ead
on this?

RADM FLYNN: As will flight attendants?

PARTI Cl PANT:  Yes.

RADM FLYNN: And AAAE.

M5. COUTU. A point of clarification. W' ve got
training referred to vaguely under recognition/utilization
and then we've got training referred to specifically under
the next, the role of airline/airport security personnel.
So, which one of these working groups are we going to do

training in?
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(Si mul t aneous conversation.)

M5. COUTU. Are we going to put themtogether as
one? (Ckay, so we're not going to do a separate one for the
next header here.

MR SHRUM Correct. Do | have a volunteer or do
we draw straws?

RADM FLYNN: M. Monetti.

MR. MONETTI: Can | volunteer & en Johnson from our
group to Chair that?

RADM FLYNN:  Any objection to G en Johnson chairing
t hat group?

PARTI CI PANT:  \Who?

RADM FLYNN: d en Johnson of the Victins of Pan Am
103 is the recommendation. Now, having to do with training,
Wi th great respect, it seens to nme that maybe that is
sonething that the airline or airport people m ght be nore
involved in direction of that.

MR. PRI DDY: Chairman? Ron Priddy at NACA

RADM FLYNN: Ri ght.

MR. PRIDDY: On the first page, that
recognition/utilization of enployees, | remnd Jerry from

ALPA that that was a plank in ALPA's security program and |
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wonder whet her or not ALPA m ght agree to chair that as a
result of that. That was a main plank in ALPA's security
program

MR. LUCKEY: W can do it.

MR. SHRUM  Ckay, ALPA volunteers too.

MR. FAINBERG Bob, would you mnd terrifically if
sonebody el se chaired it?

MR MONETTI: No.

RADM FLYNN: den mght, wait a second.

MR. FAINBERG Yes, okay, | think that's fine.
Now, I'msorry, | mssed a beat. D d ALPA offer to chair it?

MR LUCKEY: Yes.

MR. FAINBERG  Ckay, great. Now, review ng these
four commttees, we have the one on consultation and
| eadership role that | think Susan has agreed to chair, Susan
Rork, is that correct?

We have public education that 1APA is going to
chair with the Aviation Consunmer Action Project, co-chair.

The rol e of security personnel, regarding
utilization of enployees and role of the personnel
t hemsel ves, ALPA will chair that. W have nanmes for

everybody. W had al so nanes for people on the
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categorization, the airport categorization conmttee, and |

don't think we, did we Karl? | don't think we selected a
chair.

RADM FLYNN: | think we better keep the chair of
t hat one.

MR. FAINBERG  Ckay. Hearing no objection, FAA
will chair that. W wll have, of course, FAA participation
inall these commttees. There will be an appropriate
staffer, at |east one, maybe nore, on each of them and
before we | eave today, we should consult off-line and set up
nmeetings, if possible, on the same day to have the first
nmeeti ng of these working groups.

RADM FLYNN: I n fact, what | propose to do is at
sonme point in here, have a break in the proceedings, allow
t he desi gnated heads of these working groups to get the nanes
of people and then follow ng the break, we'll just double
check to make sure that all of that has been done, and that
peopl e are aware of who's what, and perhaps we could get sone
adm ni strative support along the lines of quickly xeroxing
sonme handwitten lists of nenbers, so you can wal k out of

there -- or business cards, or whatever.
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That's one way of doing it, passing them-- if you
want to be a nenber, seek out the head of the working group
and give himor her your card or head the working group by
runni ng sone sort of a sign-up sheet.

M. Monetti.

MR. MONETTI: Point of information, the Designated
Federal O ficer is the nom nal head of the Categorization
work group, or is Karl?

MR. FAINBERG W haven't decided that.

MR. MONETTI: For today. You can change it after
t oday.

RADM FLYNN:  Karl .

MR. MONETTI: Karl, okay.

RADM FLYNN: What was that, for Pete Fal cone?

(Si mul t aneous conversation.)

RADM FLYNN: | don't know what that neans. You're
the head of this. Al right, anynore working groups until we
take that break? Wy don't we take the break now? W' ve
been at this for an hour. Wile it's fresh on people's
mnds, let's do that. It involves a fair amount of -- | want

to be able to get these lists of people and get them-- if
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you could arrange that so that we get sonme copies of those

lists.
So, let's reconvene at 10:15.
(Recess.)
RADM FLYNN: Before we resune our agenda, just
pi cki ng up on where we were before the break, 1'Il ask Tony

to go through each one of these working groups and ask the
designated director of each working group to report on how it
went. Did you get the nanmes and are you set?

MR. FAINBERG  Ckay, starting with Susan Rork of
ATA, do you have a list of volunteers and are you setting a
date, and where do things stand?

M5. RORK: | have a list of four volunteers and I'm
not going to set a date at this neeting. | believe there are
sone people that are not in attendance at the neeting that
Wil be interested in being on this working group. So, |
will contact themand try to have the neeting within the next
t hree weeks.

MR. FAINBERG Ckay, and could you keep nme in the
| oop at FAA so we know, and could you vouch safe the names of

the volunteers or at |east the organi zations?
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M5. RORK: Yes, Bob Mnetti, Chris Wtkowski,
Joseph Morris. Oh, and Bonnie and Theresa. | think you know
their | ast nanes.

MR. FAINBERG  Ckay, thanks. On the public
education commttee, which was | APA and the Aviation Consuner
Action Project.

MR DIVITG W have the U S. Postal Service,

(1t naudi ble), DFWAi rport, and Victinms of Pan Am 103. So,
there are five of us total so far.

MR. FAINBERG Are you setting dates?

MR DIVITO Not yet.

MR. FAINBERG Not yet. Also, please keep us
informed. You can use ne or maybe you can use Karl as a
poi nt of contact for your commttee, Karl Shrunf

RADM FLYNN: Karl, do you want to give people the
t el ephone nunber?

MR SHRUM  267-3946.

RADM FLYNN:  267-3946, Karl Shrum S-h-r-u-m

MR. FAINBERG Nunber three, the security personnel
i ssues. Steve, have you got --

MR. LUCKEY: | believe you' ve got ny list.
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MR. FAINBERG Oh, okay, and maybe you coul d use ne
as a point of contact, 7152 -- 267-7152. And Pete, could
peopl e bot her you?

MR, FALCONE: |'mat 267-7296. The Airport
Cat egori zation Commttee, Ronald Priddy, National Ar Carrier
Associ ation, Robert DiVito, Aviation Consunmer Action Project,
Marty Sal fen, International Airline Passengers Association,
Bill Carleton, U S. Postal Service, Bob Mnetti, Victinms of
Pan Am 103, David Varrel man from ALEAN, Bonnie W/ son,
Theresa Coutu, and Paul Killian fromFBI, and | wasn't sure,

okay, Susan Rork from ATA. Thank you.

MR, FAINBERG | think Al Grazer also expressed
i nterest.

MR FALCONE: Ckay.

MR FAINBERG 1'd |like to be on that, too, if
you'll allow nme. Thanks. | think that does it. 1'll turn

the neeting back to the Chairnan.

PROFI LI NG UPDATE - SEI PT

RADM FLYNN: The next subject is an update on

profiling, and it will be given by Ron Polillo, who is the
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| eader of the Integrated Product Team But before he starts,
let me say a few things about profiling.

Agai n, the Wiite House Conmi ssion sets sone
chal | engi ng deadl i nes and dates for things to happen. One of
themis bag match on flights wwthin the United States by 31
Decenber, 1997. The recomendati on, which then, at |east as
far as | and others in the FAA are concerned, becones a
directive when the President of the United States says |
adopt the recommendati ons of the White House Conm ssion
report and direct people to go nake them happen, it becones
sonmet hing to get done.

I ndeed, | don't think this is a situation which
there is an adversarial relationship between governnent and
the industry with regard to it.

The key to it, of course, is the practicalities of
it, that we have the automated profile that has been
devel oped by Northwest Airlines -- has been under devel opnent
by Northwest Airlines is a nore accurate way of saying that.

It will be tested before long, and Ron will go into that,
systemw de by Nort hwest.

Now, suppose there's a calamty that all of a

sudden, as a result of doing this, Northwest |oses its entire
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dat abase of reservations or the planes stop flying, or no one
can get aboard, all the tickets are invalidated, whatever
Clearly, there is at that stage -- people are back to the
drawi ng board, or nore |ikely, back to their progranm ng
stations to do that.

Then, there's a further process of the mgration of
t hat program whi ch belongs to the United States Governnent
and is available fully, all the products of that devel opnent
by Northwest, to the other airlines, so that the profile can
be inported to their systenms. But again, it's not a trivial
task to take that programand to adapt it to the other
systens. It's going to require sone work.

Fortunately, to ease that, there is sone noney
avai l able and Ron will talk about that, but in order to do
bag match, and we'll have a separate report fromLon Siro
wth regard to that and the test which is com ng up of bag
mat ch, the automated profile is a necessary condition of
that, of the bag match

So, we're going to have to be -- we're going to
have to work very purposefully, give it best effort, and |
think the airlines are going to work purposefully and give it

best effort, and we also have to be realistic. W have to be
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realistic in doing it systemby systemas to when can these
t hi ngs be adapted, and then how we'll discuss further the
possi ble pitfalls of introduction of bag match.

Again, we're not -- the 31, Decenber is where we
want to be. 31 Decenber is where we aimat, and then we need
to | ook at the managenent of how to get there.

So, with that notation, that there's a cornerstone
of our security systemfor the next decade will be the
profile because the equipnent that's going in to screen-check
baggage is sized to the anobunt of bags that have to be
screened resulting fromselection fromthat profile, and we
have to have confidence in it, and the criteria for the
profile are, of course, sensitive.

You know full well that there's been considerable
| eakage with regard to the criteria or the security directive
criteria, and we don't want to repeat that by having the
criteria and the waiting of the criteria becone public
know edge.

So, to the extent that the ASAC needs to be
informed on that, we need to | ook upon that if there's
anything in our security programthat are the crowned jewels

of it that need protection, that is the -- they are the
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criteria of the -- and they're waiting -- of the CAPS system
and we need to be very responsi bl e about that.

So, with that, let nme ask Ron Polillo, who
vol unt eered and he's had second t houghts about that, but he's
still a volunteer, to head the integrated product teamin
which, let ne say, the airlines and the airports have been
very constructively involved and increasingly invol ved
because this Integrated Product Teamis unlike any others
that we have -- or nost others at any rate, that the FAA does
because the users of the equipnent that's being acquired --
not FAA, it's the airlines. So, it makes for an interesting
| nt egrated Product Team Ron.

MR. POLILLO  Ckay, thank you there, Irish. Good
nmorning. As Irish nmentioned, the conputer-assisted profiling
system known as CAPS, was initially devel oped under the R&D
program fromthe technical center and Paul Pol ski, even the
factories program and during fiscal year '95-'96, the system
is now being tested systemw de by Northwest. They've
al ready started that procedure, just started testing the
syst em

Now, in October of '96, the beginning of this

fiscal year under the IPT, we funded $2.1 mllion out of the
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144.2 mllion that we have to optim ze the algorithmthat was
bei ng used, to revisit that, and to optim ze the software
code and then to | ook at sone alternative strategies on
deploying the profiling system systemw de, working with the
other carriers, and the other reservation systens of Apoll o,
Saber, and Continental .

So, we're currently working with Wrl dspan and
PARS, with a systemthat's been devel oped. So, now they've
done that, there's been a series of neetings since October
with air carriers and the other reservations systens'
programmers, |ooking at the algorithmand what the data
el ements are, and the waiting factors and what they're called
in the PARS/ Wrl dspan system versus what the other
reservation systens may call those data el enents.

So, now we're at the point where we need to start
devel oping the interfaces, or the hooks for the other
reservation systens to pull out their data el enents and then
run it through the standard code that generates the al gorithm
and generates a score per passenger.

By doing this and inplenenting the system system
wide, we figure it's about 99.9 percent of all donestic

passengers could be profiled. Then, a selective nunber of
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t hose passengers would then -- their bags and they woul d be
screened by ot her technol ogi es and procedures.

Along with that, we're | ooking at adding in a
random sel ection of "selectees"” into the profiling system so
just for nunber purposes, if we were to have a flight of 300
passengers and if we were to have a 10 percent selectee rate
of 30 passengers, then sone percentage, 10-20 percent, of the
remai ni ng 270 passengers; so if it was 20 percent on the high
side, you would then pull 6 other passengers out of the 270
as random sel ect ees.

So, you would end up with 36 sel ectees for that
flight. Basically, that's the approach that we're | ooking at
t aki ng and the nunbers have to be refined and optim zed
before we cone up with what those percentages would really
be.

So, where we are right nowis that Northwest is
currently testing the system They, at this nonth, in April,
they're going to be doing 100 percent of all the P&R records.

After they do all their flights, they're going to start
doing all the flights of the other carriers that are using

t he Worl dspan/ PARS system
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So, by June, they expect to be fully operational
fromeverybody from Northwest and the other carriers that are
usi ng Worl dspan/ PARS. Then, working with the other carriers
to bring their parts of Wirldspan up, like Delta uses a
different part of it, and also working with other carriers,
to use that systemor conme up with their own system based on
usi ng the sanme al gorithm

So, as Irish nmentioned, there is noney avail abl e,
about $7.9 million still that the IPT has to work with the
other air carriers and the other reservation systens to
devel op the code, and even provide hardware, if necessary, to
make this all happen.

Now, estimates fromthe Northwest Wrl dspan
programmers are that they estimate | ess than about 1,000
hours of programming tinme to get the systemup on each of the
ot her types of reservation systens, and that's going to vary
alittle bit in conplexity.

So, even if you ook at a half an enpl oyee here,
and then putting two or three progranmmers on there, we figure
| ess than six nonths easily that the automated profiling
systens could be running systemw de. So, by the

Cct ober - Novenmber tine franme, we should be able to have this
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systemrunning and being tested, so that by Decenber 31st of
'97, we should have a CAPS system systemw de.
Any questions? Yes?

MR MONETTI : Bob Monetti. W've had this

di scussi on before, but since we've all net, |'ve heard about
12 nore civil libertarians rail at the word, "profile.” Can
we -- even if we refer to it as the CAPS system it's better.
As soon as we use the word, "profile,"” it's like the hair

goes up on the back of everybody's neck who's ever had a

i beral cause that they wanted to back, and they start

tal ki ng about the color of their skin and the country they're
fromand all of this.

VWet her or not it actually fits in the CAPS system
is there any -- can we make |ike a concerted effort, even if
we just call it the CAPS system and never use the word,
"profiling" again?

RADM FLYNN: Because there is so nuch concern about
t hat question of profiling, one could wish that we had used a
di fferent word.

MR, PADGETT: W did.

RADM FLYNN: Janmes Padgett of FAA.
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MR. PADGETT: Actually, Ron Polillo gave a slightly
i ncorrect expansion of CAPS. The full nanme of the system as
Nort hwest applied it early on was Conputer Assisted Passenger
Screening, and this is not a retrofit. | have docunents
goi ng back to the very beginning. That is actually what the
termis, and that is alittle bit less incendiary a term if
| mght say that, than sonething that has profiling in it.

Nonet hel ess, there are sonme civil liberties
concerns that persist, and Irish may want to address those in
sone detail here, but we will be follow ng the
recommendations that the Wiite House Comm ssion may, with
respect to protecting agai nst possible infringement of civil
i berties concerns.

RADM FLYNN: Thank you. W can take ot her
guestions about it, but wwth regard to the civil liberties
thing, | would like to make our position clear about that,
but are there aspects, any questions from Ron or comments
about the profiling?

Clearly, there's a great deal of work to be done
and we will not take as silence frommany of the airline
representatives here that their silence on this subject

necessarily neans that they have said yes, we're 100 percent
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confident that we can do it according to that schedule. What
| do take fromthemfromtheir silence is that they' re 100
percent commtted to give it best effort.

Okay, let nme talk about the civil |iberties aspects
of it, then. Thank you, Ron. Anytine that security measures
are applied, where bags have to be searched, where people
have to be hand-wanded, those aspects of intrusion arise,
it's proper -- wholly proper in our society that we don't try
to solve a problemof terrorismby taking our civil |iberties
and throwi ng them out the w ndow.

Everyone knows that. The FAA knows t hat
particul arly, because there's a fairly long history
associated wth this. The airlines and airports know about
it, too, because again, there's a -- and |"'msure that the
consuner knows about it.

Now, what we're about is trying to get security
done and give high levels of protection to the aircraft and
everybody aboard them W' re securing a systemin which
mllions of people enter per day in the United States. W
want to preserve affordable air transportation for everybody

and for everybody who uses it and potentially wll use it.
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We need to take into account that there is a 5
percent growh in the use of air transportation in the United
States. We need to take account of the fact that that's just
t he physical, availability of space to apply security
measures is far frombeing unlimted, that there are hard
[imts on that in the airports of today, which will be the
airports of tonorrow.

Even despite the great efforts, for exanple, being
done over at National, any change in airport |ayout for
security purposes is a very difficult thing to acconpli sh.

We're not losing sight in all of this of the need
for security, but we nust be able to | ook at things
systemw de, and where we can determne that they're with
good judgnent and agai n, people who are prepared to abide by
the requirenents of protecting very sensitive security
information may | ook at that and join in the judgnent as to
should we rely on a profiling, and particularly, on the
aut omat ed profile.

We're prepared within limts to that. W really
need to control sone need to know on it. For exanple, the
counter people, who are doing this, wll not know what those

criteria are and what the weights are. There is no necessity
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1 for themto do it, because the conputer is doing it and is

2 giving them in effect, a yes-no, or is giving a printout of
3 a different bar code for a bag.

4 That's the degree to which we need to protect these
5 criteria so that they don't erode as the security director

g criteria were alnost bound to do. It was predictable that

7 their effectiveness would erode as the people becone aware of
8 them

9 But by knowi ng the passengers and therefore, being
10 able to say with confidence that a majority of passengers are
11 not threat-associated. |In fact, if one could know with

121 greater precision, one could say that about 99.9999, several
13 9s percent, but it's difficult to know that.

14 If, in fact, we're picking or saying that we can
15 only determine that with respect to 80, or 90, or 95 percent,
1§ it involves a very considerable efficiency and inprovenent of
17| effectiveness of security, but still will result in a

18 selection rate nuch greater than the incidents, by factors of
19 thousands, than the actual incidents of threat-associated
20 peopl e.
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So, we have a fairly large margin of safety in the
personnel or passenger screening process. |It's the key to
getting things done.

At the sane tinme, when that word, "profiling," or
passenger screening, indeed -- | would think that m ght cause
sone alarmalso -- cones up, people will be concerned as to
whet her that can be discrimnatory in invidious ways, in ways
that affront the Constitution and | aws of the United States.

The White House Comm ssion was aware of that.
They're aware of the potential for sone civil |iberty abuse
in security nmeasures, and they had an advi sory panel for that
purpose. The advi sory panel gave recomrendati ons which were
adopted by the White House Comm ssion and which | see no
problemin us abiding by those recomendati ons -- none at
al | .

Wth regard to the profiling and to, indeed, the
rest of the security nmeasures, a question a oversight arose,
and the Wiite House Conmi ssion, their recommendation is that
the Attorney Ceneral, or the Departnent of Justice -- and |
woul d think that there would be the Civil Liberties Goup --
Cvil R ghts group of the Justice Departnent, but | don't

know that for a fact yet, but a highly conpetent group from
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the Justice Departnment would oversee it, and it's at the
di scretion of the Departnment of Justice, of the Attorney
Ceneral, then to form any independent panel that woul d be
made up of people who have concern with regard to the civi
liberties, to help the Departnent of Justice in that review

We wel cone that oversight. W wel cone that
oversight within the followi ng bounds: that people who say
| et us see your criteria and how they weigh themw || protect
those criteria because if they becone public, then I think
we're going to have sone great difficulties.

That's where we are. W've cone too far, all of
us, to achieve the liberties that are in the United States to
damage themwhile we're trying to solve another problem |
don't think we need to do that.

MR DIVITG M. Chairman, Robert DiVito from
Avi ation Consuner Action Project. | think this just goes to
t he whol e idea of public education. People are afraid of the
unknown and as we go forward with our working group, deciding
what the public needs to be aware of, | think we can help
with this process of getting the passengers to realize that

nost people will not be chosen as the suspects passengers.
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RADM FLYNN: Thank you. Again, if you would nmake
that part of your work, that would be hel pful. The other
aspect of it is as the technologies cone in, and before they
come in, as we do bag match, the consequences of being in the
sel ectee group are going to be nmuch | ess obtrusive.

We have to, in order to -- lacking a bag match
system and | acki ng wi de depl oynent of advance baggage
security equi pnent, we've had to rely on hand searches. |If
the security measure that's inposed as a result of the
passenger screening is bag match, that's practically
invisible to passengers. It becones visible to all the other
passengers if that passenger doesn't show up before the
aircraft and becones highly visible to the people who are
responsi ble for that aircraft.

But it's not a consequence that any of us who fly
internationally with 100 percent bag match -- we hardly ever
notice it, it's inplication, and it is applied with
consi derabl e stringenci es.

Al so, when we get into the screening of bags, the
consequence for the passenger will be -- if there is an
automatic alarmin the baggage screeni ng which cannot be

resol ved by an operator with the information fromthat
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1 explosive detection system then there will be a smal
2l percentage of -- an initially small percentage of the
3 selectees plus random who m ght have to be paged for bag
4 intervention where there's a bag search
5 | doubt that that's going to result in any great
g 1nconvenience for any one passenger. For one of the other
7 things, having been sel ected once, subsequent flights, the
8 chances of being selected wll be all the |ess.
9 Okay, | just wanted to tell all of you things that
10 | think that you already know, but since the question of
11 civil liberties has been raised, | want to take every
12 opportunity to try to allay the concerns that people m ght
13 have. Thank you.
14 Bag match. We'd like Lon Siro please to address
15 the group.
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BAG MATCH UPDATE

MR. SIRO  Thank you, Admral. Good norning
everybody. As the Admral nentioned before, | have been
asked to brief ASAC to give you a status update on the
current bag match study which is underway, which was endorsed
by the Baseline Wirking G oup back in Cctober of |ast year.

I'"d like to do this in a very cursory fashion by
basi cal |y taking you through what has transpired since the
| ast ASAC neeting, and then giving you a short sunmary of
future plans.

At the tinme of the |ast ASAC neeting, the bag match
study group was in the process of conpiling no board,
passenger no board, and bag resolution and pull tine data,
whi ch they received during the initial phase of the study
fromthe carriers. Since that time, in approximtely
m d-January, we entered phase two of the study.

Phase two basically being two stages; the first
stage, the acquisition and analysis of historical data and
extended no board data, and of course, the second stage being
the live bag match testing which will occur during the period

May 5 through 19.
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Wth regard to sone of the key events which are
upcom ng, on April 7th, the study group will be briefing the
i ndustry at the ATA building on the results of its analysis
of historical data and extended no board dat a.

Wth regard to the historical data, the group wll
report on things such as the frequency, duration, and overal
i npact of bag match-rel ated delays for carrier operations on
international and donestic flights under which bag match
requirenents were in place at the tine, and that woul d have
been the period August 1, '96 through Decenber 31 that was
bei ng st udi ed.

Wth regard to the extended no board data, the
i ndustry was asked to categorize no boards by the
ci rcunst ances which resulted in those no boards, and by
analyzing this information, the study group can get a better
under st andi ng of how any given no board would -- the
probability that that would result in an actual bag pul
scenari o.

The day after the ATA presentation, which would be
on April 8th, and probably the 9th as well, a working group

conprised of the study group nenbers and the industry wll be
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getting together to develop the test protocol for the live
tests.

Between April 9th, which will be the devel opnent of
the test protocol and May 5th, which as | stated, is when the
live tests will commence, the industry and the study group
will be diligently working together to refine procedures and
met hodol ogi es, and basically strategies for deploying the
live tests.

Once the tests have been conpleted on the 19th --
and | mght add that the study group nenbers will also be
involved in observing during the tinme that the live tests are
bei ng conducted. Once that information is accunmul ated by the
study group, it wll take back and all other information that
it has acquired to date through phase one and as the
hi storical data extended, et cetera, and other information
that the industry is providing, such as cost information, and
wll take all that and conduct nodeling to assess the overal
i npact of donmestic bag match i npl enentati on.

That wi Il happen during the period of June 4th
through 23rd. Shortly thereafter, a week later -- and |

imagine this is going to involve sone |late nights in the
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group getting the reports done -- we will prepare and deliver
a report to ACP-1.

Once M. Fainberg and the other office directors in
security, and Admral Flynn have had a chance to absorb the
information, the working group will get together and finalize
the report which is tentatively scheduled to be delivered on
July 31.

That's basically what | have in terns of an
overvi ew of where we've been. |If there are any questions
wth regard to where this study has gone thus far and where
it's heading, I'd be nore than willing to entertain and maybe
even try to answer it.

RADM FLYNN:  Thank you.

MR POLILLO  Ckay.

RADM FLYNN:  Uni versal Access System Wr ki ng G oup
Karl could do. Karl Shrum could you report on that, please?

STATUS OF UNI VERSAL ACCESS SYSTEM WORKI NG GROUP

MR. SHRUM  Another hallowed tradition of the ASAC
UAS briefing. Let ne get these slides up.

We conpleted the test program W' ve nearly
conpleted the test programreport. Just to rem nd fol ks of

the scope of this thing, we have the stand-al one system at
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Detroit and the integrated systemat Mam working of the
central database maintained by Delta in Atlanta. W also
have, on a voluntary basis, USAir at Charlotte and they're
expanding to other |ocations.

The entire Atlanta airport, the Delta fol ks at
| east, has been converted to UAS and | heard nention that
there are plans to do the sane thing for Delta at Dall as,
DFW

G ven these results, first the fornmal test by the
Vol pe fol ks and then the actual user results, 1,000 sw pes at
5 readers in Detroit all authorized nedia accepted, and al
unaut hori zed rejected. This third bullet sent nme back into
the test programreport, that's tal king about -- basically,
it's three swi pes and you' re out.

I f you' re an unaut horized user, you don't get a
chance to try your luck after the third time, still no --
either you don't get the PINright or it's not reading the
card right, it automatically |ocks you out.

We did have sone difficulty when we realized that
this great systemdid not recognize expiration dates.
Typically, PIN errors due to rejection, the tinme where the

door opened under a second, transaction history is recorded,
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but it wasn't printed in real tinme. For sone reason, they
didn't have a printer in Detroit. Oddly enough, the system
in Mam was exactly the reverse; it prints out real tinme if
you don't record your data.

Users -- 139,500 swi pes by transient enpl oyees,
roughly 23,000 a nonth. Qut of those, about 600 denials a
mont h; the reason being the wong PIN, it wasn't a good
sSwW pe, or it wasn't an authorized user, no PIR

Mam --

MR. FAINBERG Karl, do you have the breakdown on
how many tinmes it was PIR?

MR. SHRUM | beg your pardon?

MR. FAINBERG Do you know how many tines it was an
unaut hori zed user?

MR SHRUM |'d have to | ook that up in the test
report. It would probably take a while to find it. The
report runs well over 100 pages, and the majority of it is
t est data.

Mam , 2,300 sw pes at 10 readers by the Vol pe
team again, all authorized nedia accepted and al

unaut hori zed rejected; response tine, a little over a second.
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That | ast bullet, again, sinply back into the test
report, all they're saying here is that conmuni cation or
power failure, the default is shut the door, so there's no
opportunity to exploit the systemwhen it's either down or
mal f uncti oni ng.

12,000 sw pes by enpl oyees averagi ng around 2,000 a
mont h, typically denials about 80; again, incorrect PIN
nunbers. The centralized database in Atlanta now has 51, 000
records, the breakout; Delta, Northwest, USAir, over 51, 243.

Typi cally, about 300 transactions weekly.

We got a call a couple of weeks ago fromthe folks
down in Mam that had run an electronic audit of the UAS in
their own access control system and nmuch to our surprise, we
found that the entire central database had been downl oaded to
Mam, all 51,000. W're not really sure how or why that
happened, but it does, for those of you who renmenber sone of
t he di scussions of a couple of years ago, raise the question
of UAS users having basically to run the scope of the system
in any airport.

We do have sonme concerns about that, but | would

like to deal with that in a working group because | stil
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don't have the specifics on how all 51,000 were authorized
access in Mam.

Overall results, it works; 154,000 swi pes at 15
readers total. Problens were attributed to PIN nunbers, poor
SW pes, or it just wasn't in the database. The response tine
was well within the specifications. W got the 52,000,
roughly, and that database can be expanded consi derably.
We're not having any major problens transmtting data to and
fromthe central database to the airports and the consol e
di spl ays accurately presented the transacti on dat a.

So, we need to finish up the test programreport
and convene anot her neeting of the working group to discuss
i npl enentation plans and other issues for |ater
i npl enent ati on.

Any questions about the eight or nine work groups
that we've tal ked about ?

RADM FLYNN: Ms. Coutu of AAAE

M5. COUTU. One question for you. Has data been
collected as to the fix for let's just say the first one, the
600 unaut hori zed i ncidences? | nean, once sonebody stands
there and can't get in, sonething then has to be done,

because obviously, they have to get where they're going.

AMERICAN REPORTERS INC.

NATIONWIDE WASHINGTON METRO FAX
(800) 929-0130 (703) 330-5126 (703) 330-4721




74

10
11
12
13
14
15
16
17
18
19
20
21

22

Are we collecting data on what kind of resolution
i s being done and how nmuch tine that's taking and all that
sort of thing and/or is sonebody investigating why so many
peopl e are putting the wong PIN nunbers in, because it seens
like this could be a resource-intensive problenf?

MR SHRUM Well, the answer is yes, we have the
data, and why don't we just sit down and | can find out a few
things in the draft report.

M5. COUTU. Ckay, but that will come out in the
report, too.

MR, SHRUM (Oh, yes.

M5. COUTU. Geat, fabulous. Thank you.

RADM FLYNN:  Any ot her questions or coments?

MR. VARRELMAN: This unauthorized entry, is there
any kind of penalty or sanction against or towards an airline
t hat does not pull a card of an enployee that's been renoved
fromduty? | nean, the Los Angel es incident, that enployee
had a valid card and went aboard an aircraft with a sw pe
card, and this seens to ne that Joe Bl ow who may have a valid
card in Los Angeles and conmes to DFWand his card hasn't been
pul | ed because he's been fired fromthe airline and can

access anyplace. Has that issue been discussed?
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MR, SHRUM (Oh, yes.

MR. VARRELMAN:. Because we have probl ens at
i ndi vidual airports with airlines not telling us when an
enpl oyee has been fired. Sonetines we get it a week, two
weeks late. W pull their identity cards then.

RADM FLYNN: It seens |ike this m ght be nore
hel pful because the airline only has to notify one system and
t he person could have an i.d. invalidated throughout the
nation. Karl?

MR. SHRUM The answer to your question is that the
airlines would have a security programthat essentially holds
themto the standards as the airport. So, if that happens,
we identify it.

MR. VARRELMAN: Al right.

RADM FLYNN: Wouldn't Karl -- isn't the intent that
by having a universal access system you' ve got also a
uni versal | ockout?

MR SHRUM You're referring to a central database.

RADM FLYNN:  Yes.

MR. SHRUM Yes, the question is whether or not the
nost expansi ve concept -- let's say we had UAS at 100

airports. The database of the airlines, or at |east the one
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that Delta has, has the capability of distinguishing which
airport that particular user is authorized in. Cbviously,
51, 000 people don't transit Mam.

Nort hwest, for exanple, has | think it was seven
flights a day. |If you had people that went all over -- let's
say that your order of your flight schedule is you go to 10
different airports. GCkay, those 10 airports, not 100
airports. That difference is the concern that |'m
expr essi ng.

Sonet hing we did discuss at |ength a coupl e of
years ago (inaudible) the function requirenents of test
program standards. |'mnot sure why this happened in Mam,
but it's obviously (inaudible).

W don't want a situation where one access mnmedi um
w Il give you access at all airports, and particularly if
there are hundreds of thousands of them which ultimately,
the systemcould be built up to.

RADM FLYNN:  Any further questions or coments on
t hat subject?

Now, I'd like to open this for other business. At
the break, Steve Luckey of ALPA said that he would like to

remnd us all how an item com ng up

AMERICAN REPORTERS INC.

NATIONWIDE WASHINGTON METRO FAX
(800) 929-0130 (703) 330-5126 (703) 330-4721




77

1 MR. LUCKEY: ALPA is sponsoring the International
2 Conference on Descriptive Airline Passengers. It will be at
3 the JWMarriott Hotel in Washington here on the evening of

4 the 29th and all day on the 30th, and | have brochures here
5 if anyone is interested init; we'll get them out.

6 Sone of you may have al ready received themon the
77 mailing list, but basically, it's going to get a | ot of

8 people together fromthe airlines, the enployees, the | aw

9 enforcenent arena, and what we're going to try to do is

10 identify the threat, figure out the resources, the

11 inplenentation, so that everyone can get together and see if
12 we can solve sone of the problens.

13 It's being formatted and aligned, so we've got the
14 brochures available here. |f anybody's interested in them |
15 would be glad to pass themout to you.

16 RADM FLYNN: That, again, the disruptive passengers
17 was nentioned in the Wite House Comm ssion's report as

18 sonething that's a concern to us all, and so thank you,

19 Steve, and thank ALPA for focusing additional attention on
20 that.
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|s there anything el se that people would like to --
menbers of the commttee would |ike to propose or have
di scussed at this point? Steve?

MR. LUCKEY: | have one conmment about profiling,
especially as it addresses the cargo situation. | think
profiling is going to becone nore and nore of an instrunental
part of our security system

| think one thing that we may be wanting to think

about is the fact that in this particular case, it's not the

cargo or the bag, and I think we'll all agree that the
terrorist is a problem and any effective profile, | think,
has to be | ooked at as a living thing. It's got to

conpletely be alive and have the ability to address the

t hreat.

An inportant ingredient of this that's going to
make it work is good intelligence information, and | | ook at
intelligence information as being a perishable comopdity. In

other words, with respect to tinme, it's only good for a
l[ittle while; it's only good for a few m nutes, but the rest
of it's good for maybe days and it's very limted.

| think in order to have an effective profile,

especially as it addresses the cargo situation and since
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we're shifting from-- it's very difficult and we all know
we're not going to be x-ray it or screen it practically, so
probably, our best bet with respect to econony of present
resources and cost considerations is the fact that we can
apply a good profile to it.

In order to do that, we're going to have to have
sone facilitation of putting together and collating accurate,
tinmely, intelligent information fromthe manufacturers and
maybe funnel it through the FAA security people so that they
can put out periodic updates and | don't nean once a week; |
mean probably hourly if necessary, so that we can influence
the profile accordingly so it applies effectively to whatever
we're going to target.

So, I"'mjust throwng this out for sonme thought and
sonme consi deration of how we could possibly facilitate better
use of information, better dissemnation of intelligence from
t he manufacturers to the user. Thank you.

MR. WTKOABKI: M. Chairman?

RADM FLYNN: Yes, Chris.

MR, WTKOABKI: | have one comrent. We did discuss
sone of the activities that this group would be involved in

fromthe BW5 recommendati ons. There were sone ot her
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recommendations fromthe BWG report that were assunmed by FAA
to undertake, and one of themhad to do wwth [imting the

si ze, nunber and type of carry-on bags and providing for
enforcenment, and | just wanted to ensure that the Chair was
commtted to follow ng through on inplenentation of that.

RADM FLYNN: Yes, we are, and | don't know who

objects to it. | take the airlines don't object to it. |
doubt that the airports object toit. | would think airlines
propose it.

| think that as we do that, again, it's a matter of
publ i c education, because it seens to ne that paradoxically,
that there's Il ess of a screening problemat the screening
check points for our flights at Heathrow, where | see where
people -- their carry-on is what one woul d reasonably cal
carry-on.

At the screening check points in the United States,
what people call carry-on stops just short of steaner trunks.

(Laughter.)

RADM FLYNN: There is an expectation, clearly, on
the part of -- despite the boxes and one thing or another,

t hat people can lug these horrendous things and there counts
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-- this is only one bag. Well, yes, but it's one bag and
they're held together by Velcro of three.

So, it wll inprove the ability of screeners to do
their jobs if the things they have to screen are a) fewer,
and b) smaller. No doubt about it. So, we have a |l arge
interest in doing that and I think the only fallout on it
wi Il be on the consuner resistance and there, consuners need
to understand the reason for it.

| think the other part of that, other parts of FAA
would join with us in saying that it's also with a safety
probl em of these |large things being brought into the
aircraft.

Okay, we won't lose sight of it, Chris.

MR. W TKOWBKI :  Thank you, M. Chairnman.

MR. MONETTI: | believe that the Baseline Wrking
Goup actually had a tinetable for that and it's about
current, right?

MR. WTKOABKI: The tinetable was to conme up with
NPRM i n 1997.

RADM FLYNN:  1997? NPRM  Tony?
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1 MR. FAINBERG W have not focused on this until
2 now, and I'mvery glad Chris remnded us. He talked to ne at
3 the break about it and | intend to get on it |ater today.
4 MR. PRI DDY: Chairman, Ron Priddy with the National
5 Air Carrier Association. [|'mhappy that Tony did not
8 apologize in making the very straightforward statenent that
7 he did because between the White House Comm ssion, the
8 Baseline Wrking Goup, and what Congress did to us in the
9 Reauthorization Act, there are ANPRVs, and NPRMs, and final
10 regqulations, just raining out of the sky |ike confetti.
11 So, Tony, don't worry about it. There's a lot nore
120 to 1997 here.
13 RADM FLYNN:  Well, | don't want to mnimze the
14 effort that's involved in the NPRM but this was one place, |
15 sensed, that would be greeted with acclaimall around and
1 that nmakes it sonmewhat easier that the comments would tend to
171 be yes, let's do it and that makes the process of commenting
18 on the comments and all of that, sonewhat easier.
19 So, it nmakes sense that we preferred two easy rules
20 than the tough ones. W wll take note of that. Thank you,
21 Chris.
22 MR, W TKOWEKI :  Ckay.
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SCHEDULI NG OF NEXT MEETI NG

RADM FLYNN:  All right, scheduling of the next
nmeeting, again, we've got an awmful | ot of neetings and an
awful lot of work to be done, and by the way, | want to thank
all of you for the trenmendous efforts that you're putting
into all of ASAC. The anmount of time and resources that go
intoit is really very considerable.

We're thinking toward the end of July for the next
nmeeting. Does that seemtoo long fromnow? End of July? W
coul d have neetings every three nonths. [It's a bit |onger,
but I think we've go lots to do and we'll be staying in touch
wi th each other through a lot of interaction.

So, we'll try to establish a date, then, towards
the end of July. Do you all want to | ook at your cal endars
now while we're here?

MR. PRI DDY: M. Chairman, Ron Priddy from NACA
|"mvery happy with July and nostly because it fits in with a
| ot of things that have been passed today or have been
reported on today that will be happening in the end of July,
and as far as calendars are concerned, | think that's too far

ahead to make a determ nation
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RADM FLYNN: Ckay. Al right, well we'll establish
a date and put it out. M. Mnetti?

MR. MONETTI: Friday the 25th woul d be good, or
Thursday, the 24th. No? Never m nd.

PARTI Cl PANT: Not the 17th.

PARTI Cl PANT: Not the 24th or 3l1st.

RADM FLYNN: Not the 17th, the 24th, not the 31st.

(Si mul t aneous conversation.)

RADM FLYNN: The 16th. Everybody | ook at the 16th.

PARTI Cl PANT: |Is that a Monday?

PARTI CI PANT: No, it's a Wdnesday.

PARTI Cl PANT: Wbrks for ne.

RADM FLYNN:  All right, tentatively it will be the
16th and we'll try to |let you know about that happening in
good ti ne.

Once again, are there any other matters of
busi ness, and that includes people in the outer rows?

(No audi bl e response.)

RADM FLYNN: Well, thank you all very much. This
nmeeting i s adjourned.

(Whereupon, at 11:15 a.m, the neeting in the

above-entitled matter was adjourned.)
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